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Please note: This is not legal advice; you should seek professional advice
from a reputable source within your local country or in the country you
conduct business.

However, you must understand some of your primary responsibilities as a
data owner. Remember, you may be creating and storing data about
individuals on your computer systems and systems used for selling goods and
services to your clients!

In the Caribbean, most countries have some form of data protection law
enacted or in draft form. The table below resumes all CARICHAM member
states.

Despite this, the primary regulation you are likely to be concerned with is the

EU’s General Data Protection Regulation or GDPR. This is because, in practice,
much of the world’s data protection legislation is directly based on the GDPR.
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Antigua and Barbuda 2013 Data Protection Act
2002 Data Protection Act
Bahamas 2016 Electronic Communications and
Transactions Act
Barbados 2019 Data Protection Act
Electronic Transactions Act 2014
2023 Law 149/2022 on Personal Data
Cuba .
Protection
Dominica No Legislation
Dominican Republic 2013 Data Protection Law 172-13
Grenada No Legislation
Guadeloupe 2018 General Data Protection Regulation
Haiti No Legislation
Jamaica 2020 Data Protection Act
Martinique 2018 General Data Protection Regulation
Saint Kitts and Nevis 2018 Data Protection Act
Saint Lucia 201 Data Protectifm Act
2014 Data Protection (Amendment)
Saint Vincent and the Grenadines 2003 Privacy Act
Sint Maarten 2018 General Data Protection Regulation
Surname Privacy and Data Protection Bill 2018
Trinidad and Tobago 2011 Data Protection Act
Virgin Islands, British 2021 Data Protection Act

Data protection legislation for CARICHAM member states

Further to data protection laws, there are laws governing electronic
transactions (if you sell goods or services online) and regulations on consumer
protection (if you sell to the general public). On the next page is a summary
table detailing the laws or drafts for legislation for the member states of
CARICHAM:
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Antigua and Barbuda
Baharnas

Barbados

Cuba

Dominica
Dominican Repuklic
Crenada
Cuadeloupe

Haiti

Jamaica

Martinique

Saint Kitts and Nevis
Saint Lucia

Saint Vincent and the
Crenadines

Sint Maarten

Surname
Trinidad and Tobago
Virgin Islands, British

Electronic Transactions Act 2013

The Electronic Cormnmunications and
Transactions Act 2003

Electronic Transactions Act 2001

Resolucién 49/2001 del Ministro de la
Informatica y las Comunicaciones

Electronic Transactions Act 2013
Ley No.126-02, scbre el Comercio Electrénico

Electronic Transactions Act 2013

Law MNo. 2004-669 Electronic Communications
2004

Décret du 29 janvier 2016 portant sur la
signature électronique

Electronic Transactions Act No 15 of 2006

Law No. 2004-669 Electronic Communications
2004

Electronic Transactions Act 2011

Electronic Transactions Act 2011

Electronic Transactions Act 2015

Law No. 2004-669 Electronic Communications
2004

Electronic Legal Transactions Act 2017
Electronic Transactions Act 2011

Electronic Transactions Act 2021
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Consumer Protection
Consumer Protection and Safety Act 1988

Consumer Protection Act 2007
Consumer Protection Act 2002
Draft Legislation

No Legislation

385 Act of 2005, on Protection to the Rights of
the Consumer or User

Consurmer Protection Act 2018

Directive (EU) 2019/2161 of the European
Parliament

No Legislation

Consumer Protection Act 2004

Directive (EU) 2019/2161 of the European
Parliament

Draft Consumer Protection Bill 2021
Consumer Protection Act 2016

Draft Consumer Protection Bill 2019
Directive (EU) 2019/216] of the European
Parliament

Draft Consumer Protection Act 2020

Consumer Protection and Safety Act 1985
Consumer Protection Act 2019

eCommerce and consumer protection legislation for CARICHAM member states

Please see the UNCTAD Data Protection and Privacy Legislation Worldwide
website for more information and links to each country’s legislation:

https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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Data Protection and Privacy Legislation Worldwide

As more and more social and econemic activities have place online, the importance of privacy and data protection is increasingly recognized.

' . . i . : i = : 3 OVERVIEW
0Of equal concern is the collection, use and sharing of personal information to third parties without notice or consent of consumers. 137 out of 194 countries

had put in place legislation to secure the protection of data and privacy.

Africa and Asia show different level of adoption with 61 and 57 per cent of countries having adopted such legislations. The share in the least developed o E-TRANSACTION LAWS

countries in only 48 per cent.

9 CYBERCRIME LAWS
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@ CONSUMER
PROTECTION LAWS
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1% 9% 15% 5%
COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH
LEGISLATION DRAFT LEGISLATION NO LEGISLATION NO DATA

[ ANTIGUA AND BARBUDA - l NOTHING SELECTED - DOWNLOAD FULL DATA

Data Protection and Privacy Legislation Worldwide

El  ANTIGUA AND BARBUDA

Electronic Transactions:
Legislation

Consumer Protection:
Legislation

Privacy and Data Protection:
Legislation

Cybercrime:
Legislation
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Please see the UNCTAD Data Protection and Privacy Legislation Worldwide
website for more information and links to each country’s legislation:

https://unctad.org/page/data-protection-and-privacy-legislation-worldwide
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The General Data Protection Regulation (GDPR) is a comprehensive data
protection law that went into effect on May 25, 2018. It strengthens the rights
of individuals to control how personal data is collected, used, and shared. The
GDPR applies to any company that processes the personal data of EU citizens,
regardless of whether the company is based in the EU or elsewhere.

The GDPR defines personal data as any information that can be used to
identify a natural person. This includes names & addresses, email addresses, IP
addresses, and other online identifiers. It also includes sensitive personal data,
such as health or financial information, racial or ethnic origin, political
opinions, and sexual orientation.
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Under the GDPR and similar legislation, individuals have the right to:

* Be informed: Companies must clearly and transparently communicate
how they will use an individual's personal data.

e Access: Individuals have the right to request and receive a copy of their
data and information about how it is used.

¢ Rectification: Individuals have the right to request that their personal data
be corrected if it is inaccurate or incomplete.

e Erasure: Individuals have the right to request that their data be deleted,
also known as the "right to be forgotten." This right applies in certain
circumstances, such as if the data is no longer needed for the purpose it
was collected or if the individual withdraws their consent for its use.

e Restrict processing: Individuals have the right to request that their
personal data not be used for specific purposes, such as direct marketing.

e Data portability: Individuals have the right to receive their personal data in
a structured, commonly used, and machine-readable format and to
request that it be transferred to another controller.

e Object: Individuals have the right to object to processing their personal
data in certain circumstances, such as for direct marketing or scientific or
historical research purposes.

In addition to these rights, the GDPR requires companies to obtain explicit,
affirmative consent from individuals before collecting, using or sharing their
personal data. Companies must provide clear and concise information about
how the data will be used and obtain an explicit consent action, such as
ticking a box, before collecting the data.
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The GDPR also imposes strict rules on companies that process personal data.
These include the requirement to:

e Keep personal data secure: Companies must implement appropriate
technical and organisational measures to protect personal data from
unauthorised access, use, disclosure, alteration, or destruction.

* Report data breaches: If a company experiences a data breach that is
likely to risk the rights and freedoms of individuals, it must notify the
relevant supervisory authority within 72 hours.

* Appoint a data protection officer (DPO). Companies that process large
amounts of personal data or engage in certain data processing activities,
such as large-scale monitoring of individuals, must appoint a DPO. The
DPO ensures that the company complies with the GDPR and serves as a
point of contact for individuals and supervisory authorities.

The GDPR also gives supervisory authorities the power to impose significant
fines for non-compliance. For example, companies can be fined up to 4% of
their annual global revenue or €20 million (whichever is greater) for the most
severe violations, such as failing to obtain consent before collecting personal
data or reporting a data breach.

For specific clarification and compliance requests, please contact a local

specialist certified and experienced in helping MSMEs with the GDPR and
other relevant legislation.
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